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Subse<:tlon ! Cl directs the Attorney Gi!neral to allocate aopro­
pnated funds to carry out the purposes of the act tn accord.ance
with law enforcement's priorities.

Subsection I d) provides that If a tele<:ommunications ca..rner re­
quests payment for modifications U) existing equipment, features.
or serllces to achieve compliance Wlth the assistance capability re­
quirements under section 2602. and the Attorney General does not
pay as required under subs~tlon (aI, the equipment. feature or
5ervlce in question will be considered to be m compliance untIl the
equipment. feature. or service is replaced or significantly upgraded
or othen-nse undergoes major modifications.

Subsectlon I e I authonzes the Attorney General to establish nec­
essary regulatlons and procedures to reimburse carriers.

Subsection I f1 provides that any dispute over costs is to be re­
solved by the FCC or the court from which an enforcement order
IS sought. In the absence of a dispute brought by one of the partles
to the FCC. it is not the Committee's intent for the FCC or any
other agency of the Federal Government to regulate the price of
telecommunications transmission and switching equipment or sup­
port services. The Committee regards such regulation as unneces·
5ary in a competitive marketplace. Determinations regarding what
constitutes a "reasonable charge" for modifications and features
should be made in the first instance by manufacturers and thelr
customers in contractual negotiations in accordance with normal
and accepted business practices.

SECTION 2.-AUTHORlZATtON OF APPROPRlATIONS

This section authorizes $500,000,000 to be appropriated for 1995
through 1997. and thereafter any additional amounts that may be
necessary to carry out the purposes of the bill. which sums shall
be available until expended.

SECTION 3.-EFFECTIVE DATE

This section sets the effective date for compliance with the assist­
ance capability requirements in section 2602 and the systems secu­
rity and integrity requirement in section 2604 as four years after
enactment. All other provisions take effect upon date of enactment.

SECTlON 4.-REPORTS

The Attorney General is required to report annually to CO,ngress
periodically for the six yean after enactment on the ~ontes ex­
pended under the bill. In addition, the General Ac~ountmg Office
is required to report in 1996 and 1998 on the estlmated costs of
compliance with the bill.

SECltON 5.--cORDLESS TELEPHONES

The Electronic Communications Privacy Act (ECPA). which
amended the wiretap statute in 1986, exempted from the p':'Otection
of the Act "the radio portion of a cordless telephone that 15 tra~s:
mitted between the cordless telephone handset and the base unlt.
18 U.S.C. § 2510 (1) & (12). The bill deletes the eJ:ceptio~s for
cordless phones and imposes a penalty of up to $500 for inten­
tionally intercepting such communications.
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SECTlONS 6 A...'lD 7.-RADIO-BASED CO~m:~CAT!O~S

. ECPA does not protec~ c~mmuni~ations 'that are "readily acces­
5ible to the general pubhc. which mciudes radio commUnICatIOns.
unless they fit into one. of five specified categories. These excepted
categones enJoy protection because they usually are not susceptibie
to interception by the general public.
~e bill would add "electronic communication" as a category ()t'

radlo commUnICatlOn covered by the wiretap statute. This would
jJrovide prote<:tion for all fonns of electronic communicatlons. (:.~.

cl~ding data. even when they may be transmitted bv radio.
The bill also amends the penalty provision to treat communlca­

"ions using modulation techniques in the same fashion as those
where encryption has been employed to secure communications or.­
vacy. This paragraph refers to spread spectrum radio commun:ca­
tions. which usually involve the transmission of a signal on d,f·
ferent frequencies 'where the receiving station must possess the
necessary algorithm in order to reassemble the signal.

SECTtO~ 8.-TECHNlCAL CORRECTION

The wiretap law permits interception of wire communications by
a wire or electronic service provider in the nonnal course of bUSi·
nes~ to render servkes or protect rights or property. The bill would
make a technical correction and expand the exception to include
electronlc communications.

SECTION 9.--CLONt: PHONES

This 3ection amends the counterfeit access device law :0

criminalize the use of cellular phones that are altered, or ~cloned.·

to allow free riding on the cellular phone system. Specifically. thi3
section prohibits the use of an altered telecommunications instru­
ment, or a scanning receiver, hardware or software. to obtain unau­
thorized access to telecommunications services for the purpose of
defrauding the carrier. A scanning receiver is defined as a deVlce
used to intercept illegally wire, oral or electronic communications.
The penalty for vlolating this new section is imprisonment for up
to fifteen years and a fine of the greater of $50.000 or twice the
value obtained by the offense.

SECTION lO.-TRANSACTIONAL DATA

Recognizing that transactional records from on-line communica­
tion systems reveal more than telephone toll records or mail covers.
subsection (a) eliminates the use of a subpoena by law enforcement
to obtain from a provider of electronic communication services the
addresses on electronic messages. In order for law enforcement to
obtain such infonnation. a court order is required.

This section imposes an intermediate standard to protect on-Hne
transactional records. It is a standard higher than a subl)oena, but
not a probable cause warrant. The intent of raising th~ standar~
for access to transactional data is to~ again.st "fishing expe(h·
tions" by law enforcement. Under the lOtermedlate standard, the
court must find. based on law enfol'Ct!ment's showing of facts. tha1
there are specific: and articulable grounds to believe that the
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r~ords are relevant and material to an ongoing criminal investiga-
tIon. '

Law enforcement could still use a subpoena to obtain the name,
address, ~lephone toll billing ~rds, and length of service of a
subscriber to or customer of such service and the types of services
the subscriber or customer utilized.

Subsection (b) requires government agencies installing and using
pen register devices to use, when reasonably available, technology
that restricts the information captured by such device to the dial­
ing or signaling information necessary to direct or process a call,
excluding any further communication conducted through the use of
dialed digits that would otherwise be captured. .

COMMITTEE OVERSIGHT FINDINGS

In compliance with clause 2(1X3)(A) of rule XI of the Rules of the
House of Representatives, ~ Committee reports that the findings
and recommendations of the Committee, based on oversight activi­
ties under clause 2<b)( 1) of rule X of the Rules of the House of Rep­
resentatives, are incorporated in the descriptive portions of this re-
port.

COMMITTEE ON GoVERNMENT OPERATIONS OVERSIGHT FINDINGS

No findings or recommendations of the Committee on Govern­
ment Operations were received as referred to in clause 2(1)(3)(D) of
rule XI of the Rules of the House of Representatives.

NEW BUDGET AUTHORITY AND TAX ExPENDITURES

Clause 2(1)(3)(B) of rule XI of the Rules of the House of Rep­
resentatives is inapplicable because this legislation does not pro­
vide new budgetary authority or increased tax expenditures.

CONGRESSIONAL BUDGET OFFICE COST ESTIMATES

In compliance with clause 2<lX3XC) of rule XI of the Rules of the
House of Representatives. the Committee sets forth. with respect to
the bill. H.R. 4922. the following estimate and comparison prepared
by the Director of the Congressional Budget Office under section
403 of the Congressional Budget Act of 1974.

U.S. CONGRESS,
CONGRESSIONAL BUDGET OFFICE.
Washington, DC, September 30, 1994.

Hon. JACK BROOKS,
Chairman, Committee on tM Judiciary,
House of Ripresentatives, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre­
pared the enclosed cost estimate for H.R. 4922, a bill to. ~eDd title
18 United States Code to make clear a telecommuD.1catlons car­
ri~r's duty to cooperate'in the interception of communications for
law enforcement purposes, and for other purposes.

Enactment ,of H.R. 4922 would affect direct spending and re­
ceipts. Therefore, pay-as-you-go procedures would apply to the bill.
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If vou wish further details on this estimate, we w111 be pleased
to proV1de them.

Sincerely,
.J..1..\tES L. ELl'\{

,For Robert D. Reisehauer'.
Enclosure

CO~GRESStO~.UBeDGET OFFICE-COST ESTI~L\TE

1. Bill number: H.R. 4922.
2. Bill tttle: .-\ blll to amend title 18. Cnited. States Code. to make

clear a telecommunications carner's duty to cooperate tn the truer·
ceptlon of communIcations for law enforcement purposes. and ror
other purposes.

3. Bill 5tatus: As ordered reported by the House Comrnlttee on
the Judiciary on September 29. 1994.

4. BiH purpose: H.R. 4922 would direct teie<:ommunications car­
riers to attam certam technical capabilities to assist law enforce­
ment agencIes with wire and electronic interceptions. pen reg13ters.
and trap and trace devices. These companies generally would h:lve
four years to comply with the bill's requirements. However. :ete­
commUniCatlons carners would not have to meet the requIrements
Wlth respect to existing equipment and services uniess tney are re­
imbursed by the federal government. Additionally. the .-\ttorr,ey
General may agree to reirr.burse earners for other reasonable cost.;
In complyIng with this bill. This legislation would authonze appro­
pnatlons totaling :5500 mHlion for the fiscal years 1995 throu~h

1997. pius such sums as are necessary for fiscal years there3.i:er
This legislatlon would make several minor changes tJ the C'.:.r"p'r'.:

laws re!ating to the telecommunications industry. H.R. -49:2:2 -1•.:50

would establish both civi.l and criminal penalties for \'1oianon 'f

certain provisions of the bill.
5. EstImated cost to the Federal Government:

~evenues

Estlmlted ~ecelOrs trom riMS
Jlrett SeeM'"1 Cnme VICtIms tuno

E: strm.led Buelet! lull\Otll"f
. Estimated oullln

AurnonutlOfts:
Soeclhed aut!lllnzltlOnS
EstImated lutnanunans

Total lutnonunons
€strmafea ~ll."

!y 1,"11 "II' ," ""''',CIllI ~ ~ll.~l

.m ,Olt ."1 ,~. ..

('l til /:'1 t:)

~ ,q

J ,:} (}

500'
iGO

sao ~OO

zs :00 375 ~'Xl

'.ISS :~.ft U,)Q ,)00.

The costs of this bill fall within budget function 750. ,
Basis of estimate: The estimate assumes that the congress WI

appropriate the full amounts authorized. The costs of the bill in ~
cal years 1998 and 1999 are very uncertain because the precl~
technical soiutions to the bill's requirements are unknown at th
time. Based on infonnatioD from the Federal Bureau of lnvestig
tion (FBI) and the telecommunications industry. CBO estimatl
that these costs would be roughly $100 million annually. costs
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thi~ order of magnitude, could continue in later yean. The outlay
estlmat,es are based on lnfo~a~ioo. from the FBI regarding imple­
~entatlon of the new capablhtles by the telecommunications car­
ners.

H.R. 4922 would impose civil and/or criminal tines for violations
of the bill's provisions. Both criminal and civil fines increase re·
ceipt5 to the federal government. Criminal fines would be deposited
in the Crime Victims Fund and would be spent in the followmg
year. CBO does not expect this additional revenue or direct spend­
ing to oe significant.

6. Pay-as-you-go ~onsiderations: Section 252 of the Balanced
Budget and Emergency Deficit Control Act of 1985 sets up pay-as­
you-go procedures for legislation affecting direct spending or re·
eeipts through 1998. Enactment of H.R. 4922 would affect both re·
eeipts and direct spending; however. CBO estimates that any
changes in spending and receipts would be insignificant. The fol­
lowing table summarizes the estimated pay-as·you-go impact of
this bill.

:~3r.lt In oulliVS Q Q a
:~inlt In Rectlots 0 u J

7. Estimated cost to State and local governments: None.
8. Estimate comparison: None.
9. Previous CBO estimate: None.
10. Estimate prepared by: Mark Grabowicz and John Webb and

~elissa Sampson.
11. Estimate approved by: Paul Van deWater. for e.G. ~uckois.

Assistant Director for Budget Analysis

I:-iFtATIONARY I~PACT STATE~Em

Pursuant to clause 2Cl)( 4) of rule XI of the Rules of the House
of Representatives. the Committee estimates that H.R. 4922 will
have no significant inflationary impact on prices and costs in the
national economy.

CHANGES l~ EXlsrl~G LAw MADE BY THE BILL. AS REPORTED

In compliance with clause 3 of rule XIII of the Rules of t~e House
of Representatives. changes in existing law made by the bill. a~ re·
ported, are shown as follows \existing law proposed. to, be. omitted
is enclosed in black brackets. new matter is printed 10 ltahc. eXist­
ing law in which no change is proposed is shown in roman):

TITLE 18. UNITED STATES CODE

• .. .. .. .. .. •
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PART I-CR!MES

Chap.
1. General provisions 1

120. Teu.communicatioru c~r OA.utCn.c~ to tM (JQc~,.,,,".ent '.:601
•

CHAPTER 47-FRAUD AL'ID FALSE STATEME~TS

« • • • • «

*1029. Fraud and related activity in connection with access
devices

(a I \\luever-
I 11 • • •

• • • • • • •
I 3 l knowingiy and with intent to defraud possesses fifteen 01

more devices which are counterfeit or unauthonzed access de­
vices: [or)

14) knowingly, and with intent to defraud. produces. traille!
in. has control or custody of, or possesses device-making eqUIp­
ment;

,5) knowingly and with intent to defraud uses. produces. trai
fics in. has control or custody of, or possesses a telecommum,
cations instrument that has been modifUd or altered to obtau
unauthorized use of telecommunications services; or

,'6) knowingly and with intent to defraud uses, produces. tral
fics in. has control or custody of, or possesses-

(AJ a scanning receiver; or
"BJ hardware or software used for aitering or m.odifyinl

telecommunications instruments to obtain unauthorized at
cess to telecommunications services,

shall. if the offense affects interstate or foreign commerce. be pUll
ished as provided in subsection (c) of this section.

• • • • • • •
(c) The punishment for an offense under subsection (a) or tblt 1

of this section is-
(1) • • •
(2) a fine of not more than the greater of $50.000 or twi.

the value obtained by the offense or imprisonment for not mOl
than flfteen years, or both, in the case of an offense under sui
section [(a)( 1) or (a)(4)) (aJ (1), (4), (5), or (6) of this sectic
which does not occur after a conviction for another otTen;
under either such subsection, or an attempt to commit an (
fense punishable under this pa.ragraph; and

• • • • • • •
(e) As used in this section-

(1) the term "access device" means any card. plate. code. ~
count number, electronic serial number, mobile identificatil
number, personal identification number, or t;'ther, telecommw
cations service, equipment, or iMtrument ttUnt&fW~. or <?UJ
means of account access that can be used. alone or ln conJUI
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tion with another access device. to obtain money. goods. ser":.
ices. or any other thing of value. or that ~an be used to ,nltlate
a transfer of funds ! o~her :han a transfer ongtnated 50ielv 6...
paper instrument ': . .

• • • • • • •
'5', the term "traffic" means transfer. or otherwise dispose of.

to another. or ootain control of with lntent to transfer or dis­
Dose of: [and)
. ·6, the term "device-making equipment" means any equlp­
ment. mecnanLsm. or impression deSigned or prtmanly used for
making an access devIce or a counten-elt access devlce( J. and

i I the term'scannzng receil:er" means a dence or cpparat:.J.s
that can be u.sed to intercept a u:ire or electronLc commu.nccctwn
Ln t'zolatton of chapter 119.

• • • • •

CHAPTER ll9-WIRE A...~ ELECTRONIC COIDlt.~CA·
TIONS I~"'ERCEPTI0N AND L'ITERCEPrION OF OR.U­
CO~DIL;.lICATIO~S

« « • • • • •

~ 2510. Definitions
As used in this chapter-

( 1) "wire communication~ means any aural transfer made In
whole or in part through the use of facilities for the trans­
mission of communications by the aid of wire. cable. or other
like connection between the point of origin and the point of re­
ception f including the use of such connection in a 3witching
station) furnished or operated by any person engaged in pro­
viding or operating such facilities for the transmission of inter­
state or foreign communications or communications aJTectlng
interstate or foreign commerce and such term includes any
electronic storage of such communicationL but such tenn doe!
not include the radio portion of a cordless telephone co~mu,

nication that is transmitted between the cordless telepnont
handset and the base unit);

• • • • • • •
(12) "electronic communication" means any transfer of signs

signals. writing, images. sounds. data. or intellige~ce of an:
nature transmitted in whole or in part by a wire. radlo, electro
magnetic. photoeiectronic or photooptical system that affect
interstate or foreign commerce. but does not include-

l<A) the radio portion of a cordless telephone comm\l
nication that is transmitted between the cordless tel~
phone handset and the base unit;

[( B) ) (A) any wire or oral communication;
(lC)) rB) any communication made through a tone-onl

paging device; or . .
[(D)) (C) any communication from a tracking deVIce (c

defined in section 3117 of this title);

• • • • .' • •



37

I 16} "readily .accessible to the general public" means. wlth re­
spect to a radio commuI'lication. that such commumcatton 15
not- ......

.. .. $I $I $I .. $I

I D) transmitted over a communication system provided
by a common carner. unless the communIcation is a tone
;nly pagIng system communication: [or I

.E) transmitted on frequencies allocated under part :25 .
.5ubpart D. E. or F of part ';"4. or part 94 of :he Rules of
the Federal Communications Commis.sion. unless. in ,:he
case of a communication transmitted on a frequency allo­
cated under part ';"4 that is not exclusively allocated :0
broadcast auxiliary services, the communication is a two­
way voice communication by radio; or

I Fj an electronic communication;

• .. .. • $I .. •
~ 2511. Interception and disclosure of wire, oral, or elec­

tronic communications prohibited
r l' • • •
(2 -I a /4 i) It 5hall not be unlawful urtder this chapter for an opera·

tor of a switchboard, or an officer, employee. or agent of a provider
of wire or electronic communication service. whose facilities are
[used in the transmission of a wire communication) u.sed in the
transmission of a wire or electronic communication, to intercept.
disclose. or use that communication in the normal course of his em­
ployment while engaged in any activity which is a necessary mCl­

dent to the rendition of his service or to the protection of the nght3
or property of the provider of that service, except that a provlder
of wire communication service to the public shall not utilize ser"/lce
observing or random monitoring except for mechanical or servlce
quality control checks.

* • • * • •
(4)(a) * • •
(b) If the offense is a first offense under paragraph (a) of this

subsection and is not for a tortious or illegal purpose or for pur­
poses of direct or indirect. commercial advantage or private com­
mercial gain, and the wire or electronic communication with re­
spect to which the offense under paragraph (a) is a radio commu­
nication that is not scrambled (or encrypted. then). encrypted. or
transmitted using modulatton techniqrus tM eSHntial parameters
of u:hich haue been W1.thheid from the public Ullth the intentIon of
presert:zng the priua(.""Y of such communication-

'i, if the communication is not the ndio portion of a cellular
telephone communication, a cordless telephone communication
that is transmItted between the cordless telephone handset and
the base unit. a public land mobile radio service com~unication
or a paging service communication. and the conduct is not that
described in subsection \5), the offender shall be fined under
this title·or imprisoned not more than one year. or both: and
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I ti j if the communication is th~ radio portion of a cellular
telephone communication. a cordless telephone commumcatton
that is transmLtted between the cordless telephone handset an.d
the base unit. a public land mobile radio service commUOlCatlon
or a pag:ng service commu':l.lcation. the offender shall be fined
not more than 5500,

• • « « « « •

CHAPTER 12o-TELECO.'tfMlJNICATIONS CARRIER
ASSlSTA-.VCE TO THE GOVER..'V.'tfE."T

St!c,
:601. DefinutJ11.S,
2602, .-\ssz.stance capabtilly requlTe1Mflu.
2603. Sotu:es ofca~uy requ.1rtrMnts.
260-1 Systems sec:urtty and tn~,nty.

;;605. Coo~rauon of iqu:pmenl TTl4flufa.cturt1'S and proc:uurs of ce~commUnLcatwn.s
su.pporr SUl'CC:es,

2606. Tech.n:ccl requ:rements and stan.d.4rd..s: extensIon of compliance datt.
2607 EnforceMent ordenJ.
2608. Payment of ~'oscs of teucommunu:atwns CQl"'r'W1'S to comply u'uh. capco:iLly reo

qucrtments.

§2601. Definition.
la) DEFI.\'ITlO~VS.-[n this chapter-

the terms defined in section 2510 har.'e, respecttt·ely. the
meanings stated in that section.

·'caLl·identifying information"-
f AJ means dialing or signaling information that tdentl­

fies the ortgin, direction, destination, or termination of each
communicatIon generated or receiued by the subscnber
equipment. facility, or ~roice of a telecommunications car­
ner that is the subject of a court order or lawful authon.za­
tton: but

rBJ does not include any information that may disclose
the physical location of tM subscriber facept to the extent
that the location may be determined from the telephone
nUmMrJ.

"Commission" means the Federal Communications Com mis­
·sion.

"gouernment" means the government of tM United States and
any agency or instrum£ntality thereof, tM District of Columbia.
any commonwealth. territory, or possession of tM United
States. and any State or political subdiuision tMreof authorIzed
by law to conduct electronIC surveillance.

"information services"-
fAJ means the offeri~ of a capability for ge~erating, .a.c·

quiring, storing, traru;forrning, proces~ing, ~etrleumg. utIlu·
ing, or maki.ng avallabh informatIon UUl telecommunl,'
cations: and

(BJ includes electronic publishing and electronic messag·
ing services; but .

rel does not include any capability for a telecommum
cations carrier's internal ma1U1lement, control, or operatl01
of its telecommunications network.
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"telecommuni.cat1.on,S support service,s" means a product. soft
u:are, or sero1.~e used tJy a telecommUnLCatLons carrter lor che In.
ternaL sLgnaLLng or swuchmg fu,nct1.ons of its telecommunL
cations network.

"telecommunications carrter"-
fA) means a person or entzty engaged in the transmLsswn

or su;iteh1.ng ol u.:tre or electron!c communicarzons as a com,
mon carrter (or ,lure i u.'LChin the meanrng of seC!Lon 3 h
the Communieatrons Act of 1934 '47 C:.S.c. 1531 hj;

'BI incLudes-
L/' a person or entLty engaged in pror.:tdLng com ~~.,..

cral mobile sen'lee 'as defined rn sectlon 33:2'd or ~"<
CommunicatLons Act of 1934/47 [:.S.C. 332 f djl" or

fii; a person or entity engaged in prot'iding ULre 01

electronic communicatLon su:itching or transmrsswr
sen'ice to the extent that the CommLssion finds :~c.

such seroice is a replacement for a substantzal ponto'
of the local telephone. exchange service and that LC is !!

:he public interest to deem such a person or e,'1tltv :(
be a telecommunications carrter (or purposes or t'tl.
ch.apter; but

,C) does not include persons or entLties inSOfar cs tht:
are engaged in proc.'iding information sen'ices,

§ 2602..-\ssistance capability requirement.
fa, C.J"PABIUrr REQl.:IRE.\fESTS.-Except as pr')('lded In ''4~

sections b), feJ, and fd) of this section and sections :2607 c co:
:2608, dl. a telecommunications carner shall ensure that Lts se"~':::,

or facilitzes that provide a customer or subscnber !i:zth the COl:'::
to origznate. termznate. or di.rect communicatzons are cc.pable ,y-

'1) expeditiously isolating and enabling the gOl"ernm~nt

intercept, to the exclUSIon of any other communzcalzons. all Li. Li

and electronzc communicatzons carried by the carrzer u.,Lthzn
sen'zce area to or from equipment. facilities. or sen'Lces of
subscriber of such carrier concurrentLy with their transmLSStC
to or from the subscriber's service. facility. or equLpment or I

such later time as may be acceptable to the government;
(2) ezpeditiously isolating and enabling the government to a

cess call-identifying mformation that is reasonably avallable
the carrier-

rAJ before, during, or immediately after the transmiSSH
of a wire or electronic communIcation (or at such later ttn
as may be acceptable to the government); and

rB) in a manner that allows it to be associated wLth t,
communication to which it pertains,

ezcept that, with regard to information acquired solely purs
ant to the authority for pen registers and trap and trace deuzc
(as defined in section 3127). such call-identifying informat1.l
shall not include any information that may disclose the ph)
ical location of the subscriber (e~ept to the eztent that the lO(
tion may be cktermin.ed from the teLephone number): .

13; deLiL'enng intercepted communications an.d call·lden.tll
ing information to the government in .a. format such that th
may be transmitted by means of faczlztzes or serolces procur,



by the gouemment to a location other than the premises of the
carner; and

r4) facilitati~ authorized communications interceptions and
ac~e~s to caUoLdenttfytng mformatl.on unobtrusiuely and with a
mtmmum of interference wLth any subscriber's telecommuni.
cations service and in a manner that protects-

(A) the privacy and security of communLcatians a~d call­
identifying informatLon not authorLzed to be tntf!i"ceptecJ.:
and

'B) information regarding the government's interception
of commUnLCatLons and access to caLl-identl.fying tnforma­
tLon.

to) LIMITATIONS.-
(1) DESIGN OF FEATt'RES A.'ID SYSTEMS CO.vFlGt"RATlO.VS.­

This chapter does not authonze any law enforcement agency or
officer-

(A) to require any specific design of features or system
connguratl.ons to be adopted by providers of WLre or elec·
tronic communLcation service, manufacturers of tele­
communicatl.ons equipment, or providers of telecommunL·
cations support services: or

(B) to prohibit the adoption of any feature or sen'ice by
provichrs of WLre or electronic communication sen'Lce. man·
ufacturers of telecommunications equipment, or pror:Lders of
telecommunications support services.

(2; LVFOR.'dATION SERVICES; PRNATE NETWORKS .-\.VD ESTER·
CONNECTION SERVICES A.,VD FACIUTIES.-The requzrements of
subsection (a) do not apply to-

rAJ information services; or
(B) seruices or facilities that support the transport or

switching of communications for private networks or for the
s~le purpose of interconnecting telecommunications car­
ners.

(3) ENCRYPTION.-A telecommunications carrier shall not be
responsible for decryptingp or ensuring the government's ability
to decrypt, any communication encrypted by a subscriber or cus­
tomer, unless the encryption was provided by the carrier and
the carrier possesses the information necessary to decrypt the
communication.

(c) EMERGENCY OR EXlGE:-'7 CIRCr.:.\{STASCES.-In emergency or
exigent circumstances (including those des~ribed in sections 25~8 (7;
or (ll)(b) and 3125 of this tttle and sectton 1805(e) of tztle ~O). a
carrier at its discretion may comply with. subsection (0.1(3) by allow­
ing monitoring at tts premises if that is the only means of accom·
plishing the interception or access.

(d) .\;fOBlLE SERVICE .4.SSISTAl{CE REQUlRE.\{ENTS.-A tele·
communications carrier offerzng a feature or service that allows sub­
scribers to redirect, hand off, or assign their wire or ~lectronz..c com·
m.unications to another service area or another servtce provtder 0'
to utilize facilities in. another service area or of another service pro­
vider shall ensure that, when the carrier that had been providin!
assistance for the interception of wire or electronic com1"'tunicatioTU
or access to call· identifying information pursuant to a court ordeJ
or lawful authonzation no longer has access to the content of sud
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communications or call.identifying information within tlu! service
area in which interception has been occurring ,as a result of tlu! sub­
scriber's use of such a feature or service, information is made auai.l­
able to the government (before, during, or immediately after the
transfer of such communications) identif.;ing the provider of wire or
electronic communication service that has acquired access to the
communications.

§ 2603. Notice. of capacity requirement.
(a) NOTICES OF MAXIMUM AND ACTUAL CAPACITY REQUIRE·

.'JENTS.-
(1) IN GENERAL.-Not later than 1 year after the date of en­

actment of this chapter, after consulting with State and. local
law enforcement agencies, telecommunications carrii!rs. provid­
ers of telecommunications support services, and. manufacturers
of telecommunications equipment, and after notice and com­
ment, the Attornry GeMral sMll publish in the Federal Reg­
ister and. provide to appropriate telecommunications industry
associations and standard-setting organizations-

(Aj notice of the mtuimum capacity required to accommo­
date all of the communication interceptions, pen registers,
and trap and trace devices that the Attorney General esti­
mates that government agencies authorized to conduct elec­
tronic surveillance mey conduct and use simultaMously
after the date tMt is 4 years after the date of enactment f)f
this chapter; and

rB) notice of the actual number of communication inter­
ceptions, pen registers, and trap and trace devices, rep­
resenting a portion of the ma.:imum capacity set forth
under subparagraph (AJ, that the Attorney General esti­
mates that government agencies authorized to conduct elec­
tronic surveillance may conduct and. use simultaMously
after the date that is 4 years after the date of enactment of
this chapter.

(2) BASIS OF NOTICES.-TM notices issued under paragraph
(1)-

(AJ may be based upon the type of equipment, type of
service, number of subscribers, type or size or carrier, .r:ta­

ture of service area, or any other measure; and
rB) shall identify, to the maximum extent possible. the ca­

pacity required at specific geographic locations, including
carrier office locations.

(b) COMPLIANCE WITH CAPA.CITY NOTICES.-
(1) INITIAL CAPA.cITY.-Within 3 years after the publication by

the Attorney General of a notice of capacity requi~ements or
within 4 years afUr tlu! date of enactment of thu chap~er,
whichever is longer, a teucommunications carrier shall, subject
to subsection (e), ensure that its systems are capable of- .

(AJ upanding to tlu! rna.%imum capacity set forth In the
notice under subsection (0.)(l)(AJ; and

(B) accommodating simultaMOusly the num!>er of inter­
ceptions, pen registers, and trap and trace deulCeS set forth
in the notice under subsection ra)(1)(B).
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(2) EXPANSION TO .a,{AX].\lUM CAPACITY. -After th2 date de.
scribed in paragraph i lJ. a teLecommunicatton3 carner shaLl.
subject. to subsection Ie!, ensure that it can accommodate eIpedi­
tzousiy any tncrease m the actuaL number of commumcation
interceptions. pen registers, and trap and trace deuices that au­
thorIzed agencres may seek to conduct and use. up to tM maIl­
mum capacIty requirement set forth in the notLce un~r sub·
section 'a}f l;(A;.

c; .VOTICE.S OF ISCR.E.ASED JfAXIML*M CAPACITY REQC:IRE.\fESTS.-
(1; The Attorney General shall periodically publish in the

Federal RegIster. after notice and comment. notIce of any nec­
essary increases m tM maximum capacIty requlrement set forth
in the notice under subsection (0;( lj{AJ.

(2) Within 3 years after notice of increased mcuimum capac­
ity requirements is publisMd under paragraph (1). or u:ithin
such longer time period as the Attorney General may speCIfy, a
telecommunications carr-ur shall, subject to subsection (el, en·
sure that its systems are capable of ezpanding to tM increasec
ma.ximum capaCIty set forth in t~ notice.

(dJ CARRlER STATE..\fENT.-Within 180 days after the publicatz.or
by th2 Attorney General of a notice of capacity requirements pursu
ant to subsection (aJ. a telecommunications carrier shall submit tc
the Attorney General a statement identifying any of its systems 0

services that do not have the capacity to accommodate simulta
neously the number of interceptions, pen. registers. and trap ane
trace deuices set forth in tM notice under subparagraph (A) or (B
of subsection (a)( IJ.

(eJ REIMBURSEMENT REQUIRED FOR COMPUANCE.-The Attorru!
General shall reuiew tM statements submitted urukr subsectzon I G

and may, subject to the availability of appropritJtions, agree to reim
burse a telecommunication3 carrier for the just and reasonable COSI
directly associated with modifications to attain such capacz.ty rl
quirement. Until the Attorney General agrees to reimburse such caJ
her for such modification. such carrur shall be considered to be i
compliance with the capacity notices urukr subparagraphs rAJ an
(B) of subsection (aAlJ.

§2604. Sy.tema Meurlt, and integrity
A tekcommunications carri4!r shall ensure that any court orderE

or lawfully authorized interception of communications or access
call·icUntifying information effected within its switching premis.
can be actiuated only with tM afftrmative intervention of an in.cl
uidual officer or emplayee of the carrur.

§260~. Cooperation of equipnwnt mGnufacturers and proui
en of teUteommullkatio,.. .upport "",ice.

(a) CONSULTATION.-A telecommunication.s carFUr sh4J.l consu
as necessary, in a timely fashion with mt1nuf~turers of i~ te
communications transmi.ssion and switchilll eqwpTMJU and tts pl
uicUrs of telecommunications support services for the .purpose of E
suring that current and planned service. and eqwpment c~ml
with tM capability requirements of MdiDn 2602 and. til. capac"y
quirements uuntifUd by the Attorney Gei'u!ral un.cU" scetzon 2~
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'b) COOPER.ATION.~ubject to sectLons 2607r'c) and 260B'd), a
manufacturer of teLecommu':LcatLons transmiSSLon or Su.:LtChLng
eqULpment and a provLder or telecommumcations support sert'Lces
shaLl. ona reasonably tImeLy baSIS and at a reasonable charge.
make al.:azlable to the teLecommUnLCatIons carners using Lts equLp.
ment or sertnces such features or modifications as are n.ecessarv to
permu su.ch earners to comply wzth the capability requirements of
sectl.on 2602 and the capacl.ty reqULrements identIfied 6y the A.ltor
ney General u.nder sectIon 2603,

§ 2606. Technical requirement. and ,tandard.; erten.ion of
compliance date

,'a) SAFE HARBOR.-
(I) CONSULTATION.-To ensure the efficient and industrv.

wide implementation of the assistance capability requiremen'ts
under section 2602. the Attorney General, in coordinatLon wLth
other Federal, State, and local law enforcement agenci.es. shall
consult with appropriate associations and standard-setttng or.
ganizations of the telecommunications industry and wtth rep­
resentatives of u.sers of telecommunications services and faeth­
tIes.

(2) COMPLVuVCE UNDER ACCEPTED STANDARDS.-A tele­
communications carrUr shall be found to be in compliance u'lth
the assistance capability requirements under section 2602. and
a manufacturer of telecommunications transrrission or switch­
ing equipment or a provider of telecommunications support
services shall be found to be in compliance with section 2605.
if the carrier. manufacturer. or support service prOVIder IS Ln

compliance wl.th publicly available technical requirements or
standards adopted by an industry association or standard ·set­
ting organization or by the Commission under subsection r b) to
meet the requLrements of section 2602.

(3) ABSENCE OF STANDARDS.-Thc absence of technical re·
quirements or standa.rds for implementing the assistance capa·
bility requirements of section 2602 shall not-

rA) preclude a car'1Ur, manufacturer, or seroices provickl
from deploying a technology or service; or. ,

(B) reli.eue a carrier, rntJnufacturer, or seroIce prOVIder 0

the obligations imposed by section 2602 or 2605, as appli.
cable.

fb) FCCAurnoRlTY.-
(1) IN GENERAL-If industry associations or standard-settin,

organizations fail to issue technical requirement~ or standard
or if a gouernment agency or any otMr person belleves that sue
requirements or standards art deficient, the agen~ or peno
may petition the Commission to establuh, by nottee and., co.n
ment rulemaking or such otMr proceedings as tM Commlssul
may be authorized to conduct, technical requirements or stan(
ards that-

(AJ meet the assistance capability requirements of sectie
2602;

(8) protect the privacy and security of communicatiol
not authorized to be intercepte~- and
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CJ serve the policy o( tM United States to encourage the
provzszon of new technoLOgtes and servzces to tJu pubLic.

(2) TRA..VSITION PERiOD. -If an industry technzcal reqULre.
ment or standard is set aSLcU or supplanted as a result of Com­
misszon action under this section, the Commission, after con·
sultatzon with the Attorney GeTU!ral, shaLl establish a reason­
able ttme and conditions for compliance wLth and the transition
to any new standard. mcLuding definmg tJu obligations of tele­
communications carriers under section 2602 durzng any tranSL'
tton perzod.. .

'e; EXTESSION OF COMPUA..VCE DATE FOR FE.~Tt·R£S A..'fD SERvo
IC£S.-

(1J PETITION.-A telecommunications carrier proposing to In­

stall or deploy, or hatJiltg installed or deployed, a feature or
service within 4 years after tke date of enactment of this chapter
may petztion the Commission for 1 or more e:rtensions of the
deadline for complying with the assistance capability require­
ments under sectzon2602.

/2; GROUND FOR EXTENSION.-The Commission may, after af·
fording a full opportunity for luaring and after consultatzon
with the Attorney GeneraL. grant an e:rtension under this para·
graph, if the Commission cktermi1U!s that compliance with the
assistance capability requirements under section 2602 is not
reasonably achievable through application of technology avail­
able within the compliance period..

(3) LENGTH OF EXTENSION.-An utension under this para­
graph shall e:ctend for no longer tluln thit earlur of-

rAJ the date determined by tM Commission as necessary
. ,. the carrier to comply with tM assistance capability reo
.J.irements under ~ction 2602; or
(8) the date tlult is 2 years after the date on which the

e:rtension is granted.
(4) APPUCABIUTY OF EXTENSION.-An extension under this

subsection shall apply to only that part of the carrur's busines:J
on which the new featu~ or service is used.

§2601. Enforcement onU,..
(a) ENFORCEMENT BY COURT ISSUING SURVEILLANCE ORDER.-lj

a court auth.orizing an interception uru:Ur chapter 119, a State stat
ute, or tM Foreign Intelligence Surveillance Act of 1978 (50 U.S.C
1801 et Sft/.) or authorizing ua of a pen register or a trap and trael
device under chapter 206 or a Stau statute fintU that a tde
communications carrier w failed to comply with tM requirement.
in thu cMpter, the court TTUly direct that tM carrier comply forth
with and may direct that a provuur of support se~ice. to t~ C!l'
rier or the manufacturer of thit carrWr's transmissIOn or sw&tch&"'l
equipment furnish forthwith modifications necessary for the car,.u
to compiv.

fb) ENFORCEMENT UPON APPUCATION BY ArroRNEY GENERAl-­
The Attorney General may apply to tM appropriaU United Stat.
district court for, and the United. States district courts sha,ll ~a ..
jurisdiction to issue, an order directing that a Ulecommu~u.~at&o"
carrier, a manufacturer of telecommunications transmISSIon (
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sWLtching equipment. or a provickr of telecommunicatLons SUDpon
Sert:Lces comply wah this chapter. '

c/ GROUNDS FOR !SSUA.YCE.-A court shall iSSlU an order under
subsection (a; or (bl only 'f the court finds that-

(1) alternatLve technologies or capabilities or the facilitzes of
another carrter ore not reasonably available to law enforcement
lor implementzng the ,nterception of communicatLons or access
to cail·identifyzng information; and

.2/ compliance wzth the reqwrements of this chapter tS rea·
sonably achievable through the applicatLon of or.:aLlable tech­
nology to the leature or sert'ice at issue or wouLd hal:e been rea·
sonably achie,:able Lf tzmely action had been taken.

'd; TalE FOR COMPLlAl't/CE.-Upon i.ssuance of an enforcement
order under this section, the court shall specify a reasonable teme
and conditions for complying with its order, considering the good
fazth efforts to comply in a timely manner, any effect on the car·
ner's, manufacturer's. or service providerJs ability to conttnLU to do
buszness, the degree of culpability or ~lay in unckrtaking effons to
comply, and such other matters as justice may require.

i e; Ll.'JITATION.-An or~r under thi.s section may not requLre a
telecommunicatlons carrier to meet the gouernment's demand for
interception of communications and acquisition of call-identtfying
information to any extent in €%Cess of the capaClty for which the At·
torney GeMral has agreed to reimburse such carrier,

If; CNIL PENALrt.-
(1; l.v GENERAL.-A court issuing an orckr under this section

against a telecommunications carrU!r, a manufacturer of tele­
communications transmission or switching equipment. or rz pro­
vider of telecommunications support services may impose a cn·Li
penalty of up to $10,000 per day for each day in r.:iolation after
the issuance of the order or after such future date as the court
may specify.

(2) CONSIDERATI0NS.-In cktermining whether to Lmpose a
fine and in determining its amount, the court shall take mto ac­
count-

(A) the nature, circumstances, and extent of the violation;
(B) the uiolatorJs ability to pay, the violator's good faith

efforts to comply in a timely manner, any effect on the t.'LO­
lator's ability to continru to do business, tM degree of cuL­
pability, and the length of any delay in undertaking efforts
to comply; and

rc) such other matters as justice may require.
(3) CNIL ACTION. - The AttorMY General may fik a cwa ac­

tion in the appropriate United States district co~rt. to. cc ilect.
and the United States district courts shall haue Junsdl.c:.on to
impose, such nMS.

§2608. PayJfll!nt of co.t. of telftommunicatioru ca~r. t~
comply with capability I"ftluirement.

(a) EQUIPMENT, FEATttRES, AND SERVICES DEPLOYED BEFOR.!
DATE OF ENACTMENT. -The Attorney General may, subject to th~
aL'ailability of appropriation&, agree to pay telecomm~nicationscar·
riers for ail just and reasonable costs direcdy assocl.ated wLth tlu.
modifications performed by carriers in connection with eqUlpment.
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features. a:z.d services install€d or deployed before the date of enact­
ment of thr.s chapter to establish the capabilities necessary to complv
with section 2602. -

(b) EQUIP.'tfENT. FEA11lRES. .~D SERVICES DEPLOYED ON OR
AFTER DATE OF ENACT.'.IENT.-

(Ii Lv GENER.AL.-If compliance with the assistance capability
reqw.rements of sectzon 2602 ~ not reasonably achier/able with
respect to equipment. features. or S€roices deployed on or after
the ~ate, of enactment of this chapter, the Attorney General. on
appizcatzon of a, telecommunications carrier, may agree to pay
the telecommunLcatzons carner for Just and reasonable costs di­
rectly associated wlth achuving compliance.

(2) CONSIDERATION.-In determining whether compliance
with the assistance capability requirements of section 2602 z:.s
reasonably achievable with respect to any equipment. feature. or
seroice installed or deployed after the date of enactment of this
chapter. consideration shall be given to the tilM when tM
equipment. feature. or seroice wcu installed or deployed.

(CJ ALLOCATION OF FUNDS FOR PAYMENT.-TM AttorMy General
shall allocate funds appropriated to carry out this chapter tn ac­
cordance wlth law enforceTMnt priorities determined by the Attorn.ey
General.

(d) FAlLl.:RE To MAKE PAYMENT' WITH RESPECT TO EQCtIP.VENT,
FEATURES, AND SERVICES DEPLOYED BEFORE DATE OF ENACT­
.'tfENT.-

(1) CONSIDERED TO BE IN COMPLJ.ANCE.-If a caT"rUtr has n­
quested payment in accorda.~ with procedures promulgated
pursuant to subsection (e), and tM Attorney GeMrat has not
agreed to pay the telecommunications carril!r for all reasonable
costs directly associaud with modifications necessary to bring
the equipment. feature. or service into actual compliance with
the assistance capability requireTMnts of section 2602. any
equipTMnt. feature, or seroice of a telecommunications carri.er
deptayed before the d4te of enactment of this chapter shaU be
considered to be in compliance with the assistance capability re­
quirements of section 2602 until the equipment. feature. or servo
ice i3 replaced or significantly upgrtJ.tUd. or otherwise uruiergoa
major modification.

(2) LIMITATION ON ORDER.-An order u.nder section 2607
shall not require a telecommunications carriA!r to modify, for tM
purpoM of complying with 1M assistance capability requin­
ments of sectzon 2602, any equipment, feature. or service de­
ployed. before the date of enactment of this chapter unless tlu!
AttorMy ~1II!ral has agreed to pay tM telecommunication.s car·
rier for all just and reasonable COIIt. directly asaociated witla
modifications necessary to bring tM equipment, feature. or serv­
ice into actual compliance with those requ~rements:

re) PROCEDURES AND REGULATIONS.-Notwlthstandlllg any otMI
law, the Attorney General sheil, after notice and comment. esttJb.lish
any procedures and reguiatio11JJ damed MCtSsa.ry t~ effectu~ tIme'
ly and cost·efficunt payment to telecommunlcatl.OM earners fo,
compe11JJable costs incurred under this c~apter. urukr, chapters II!
and 121. and under the Foreign Inulllgence SUlWillance Ad OJ
1978 (50 U.S.C. 1801 et seq.).
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(f) DISPUTE RESOLUTION.-If tM1"e is a dispute between the Attor·
ney Gener,!,l and. a teucommunication..s ~rrier regardi.ng the
amou~t ofJust and. reasonabu. costs to be paid under subsection (a).
the dz.spute shall be resolved and t~ amount fktermined in a pro­
ceeding initiated at tlu Commission or by the court from which an
enforcement orfkr is sought under section 2607.

• • • • • • •
CHAPTER 121-STORED WIRE AND ELECTRONIC COM­

MUNICATIONS AND TRANSACTIONAL RECORDS AC­
CESS

• • • • • • •
§ 2703. Requirements for governmental access

(a) • • •

• • • • • • •
(c) RECORDS CONCERNING ELECTRONIC COMMUNICATION SERVlCE

OR RE~OTE COMPUTING SERVlCE.--< lXA) • • •
(B) A provider of electronic communication serrice or remote

computing service shall disclose a record or other information per­
taining to a subscriber to or customer of such service (not including
the contents of communications covered by subsection (a) or (b) of
this section) to a governmental entity only when the governmental
entity-

[(i) uses an administrative subpoena authorized by a Federal
or State statute, or a Federal or State grand jury or trial sub­
pof!na:

[(ii)] (i) obtains a warrant issued under the Federal Rules
of Criminal Procedure or equivalent State warrant;

[(iii)) (ii) obtains a court order for such disclosure under
subsection (d) of this section; or

[(iv)) (iii) has the consent of the subscriber or customer to
such disclosure.

rC) A provicUr of electronic communication service or remou com­
puting _rvice shGll disclose to a governmental entity tke name, ad­
dress, telephone toll billing records, and length of seroice of a sub­
scriber to or customer of such seroice and til. types of services tM
subscriber or customer utiliud, wJ&.n the governmental entity use.
an administrative subpoena. authorized by' a Federal or Btau stat­
ute or a Federal or State grand. jury or tri4l subpoena. or any means
available unthr subparagraph rB).

• • • • • • •
(d) REQUIREMENTS FOR COURT ORDER.-(A court order for disclo­

sure under subsection (b) or (c) of this section may be isaued by an]
court that is a court of competent jurisdiction set forth in sectiOI
3126(2)(A) of this title and shall isaue only if the governmental en·
tity shows that there is reaaon to believe the contents ~f a wire. 01

electronic communicatioD, or the recorda or other lmormatl01
sought, are relevant to a legitimate law enforcement inquit:Y.] )
court ord.6.r for disclosure u'i'l.CUr sub.ction (b) or (c)mtly b4!. ISS""."
by any court. that is a court of competent jurisdiction tUscn.~d u
section 3126(2)(A) and. sheU issue only if the govemmcnt4l entity at



fen specific and articulable fQ,(;t~ showing that- tMre are reasonable
ground3 to believe that tfu! contentJ of a wire or electronic commu·
nication, or tM records or other information sought, are relevant
and material to an ongoing criminal investigation. In the case of
a State governmental authority, such a court order shall not issue
if prohibited by the law of such State. A court issuing an order pur·
suant to this section, on a motIon made promptly by the service
provider. may quash or modify such order, if the information or
records requested are unusually voluminous in nature or compli·
ance with such order otherwise would cause an undue burden on
such provider.

• • • • • •

CHAPrER 206-PEN REGISTERS AND TRAP AND TRACE
DEVICES

• • • • • • •
§ 3121. General prohibition on pen register aDd trap and

trace device uae; exception
(a) • • •

• • • • • • •
(C) UMITATION.-A government agency authorized to install and

use a pen register under thu chapter or under State law, shall use
technology reasonably availabl. to it th4t restricts the recording or
~cod.ing of electronic or other impulses to the dialing and signaling
information utilized in call processing.

((e)] (d) PENALTY.-Whoever knowingly violates subsection (aJ
shall be fined under this title or imprisoned not more than one
year, or both.

• • • • • • •



ADDITIONAL vlEWS

It is essential that we provide a means of assuring that lawen­
forcement agencIes are not impaired by new telephone swItching
technology as they carry out lawful wiretaps.

We all agree with this goal, but there are considerable dlf·
ferenc~s of opinion with respect to how the cost of developmg and
Lnstalhng the required software in existing switches and in a.ssur­
ing that new eq~ipment is designed with wiretap capability should
be borne. The blll as reported could under certain circumstances
place a significant share of those costs on the telephone industrv

Through the diligent efforts of representatives. of the tele­
communications industry, the Electronic Frontier Foundation. and
the Energy & Commerce Committee staff. we have constructed an
approach to resolving the cost issue which we believe to be fair and
equitable.

L"nder that compromise, the near term costs for the next four
years would unequivocally be borne by the government. Existing
switches would be retrofitted with the software necessary to assure
wiretap capability. Under this provision. absent a commitment by
law enforcement to pay fully for the modifications, a carrier would
be deemed to be in compliance with the law and no further action
on its part would be required.

A second important provision will require that as new switching
equipment and services are designed and manufactured. wire-­
tapping capabilities be assured. It is obviously much more economi­
cal to design the wiretapping access into the new equipment and
services rather than to engage after-the-fact and expensive retro­
fits. That requirement will, therefore, be a part of the law.

The costs of assuring that new switches and services be acces­
sible for wiretapping are unknown at this time. They may be de
minimis or they may be substantial. Our compromise provides that
the Federal Communications Commission will resolve questions as­
sociated with who between the industry and the government shall
bear these costs. The Commission would apply all sunshine re­
quirements to all parties to its proceeding, including government
entities. and would determine these questions:

1. 'Nhether the costs of meeting the wiretap capability re­
quirements of law enforcement shall be borne by the govern­
ment or should be assumed by the telecommunications car­
riers, equipment manufacturers and providers of telecommuni-
cations support services. or some combination thereof. . .

2. What cost allocation methods best ensure accountablhty
and protection to personal privacy.

3. What methods best ensure that there will be no
"goldplating" either by the govemment asking for upgrades
that are unnecessary or by industry seeking to have law en­
forcement pay for updating their networks.

i49l
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4. How to ensure that whatever method is selected lS com
petitively neutral. has a minimum effect on th.e deployment c
an advanced telecommunications network. and minimum ad
verse etTett on telephone rates.

We are pleased to report that this proposed compromise has bee
accepted in principle by the FBI. the United States Telephone A:.
saciation. The Electronic Frontier Foundation. and the Digital T~
lephony Working Group, which represents a broad spectrum of pr
vacy protection and industry interests.

Following the reporting of this bill by th.e House Judiciary Con
mittee. the Energy & Commerce Committee will review its prov
sions. and we anticipate that the compromise to which we ha'
agreed in principle will be favorably received by that committe
The compromise would then be embodied in a floor amendment
be offered at the time this legislation is considered by the f'~

House.
DON EDWARDS.
RICK BOCCHER.
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